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Processing Secure Financial EDI over the Internet

Technical Specifications

LBNL uses an in house developed e-mail based system for making payments to vendors and employees.  The Bank is not responsible for the support of this system; however, the Bank must have a compatible system that is able to receive payments generated by the LBNL system.

The salient characteristics of a compatible system are listed below. Detailed characteristics (such as specific transaction conventions) will be made available to qualified banks.  The Bank must be able to demonstrate the following capabilities:

· Able to send/receive a secure TISIPEM V 7.0 e-mail message with MIME attachments

· Able to process X12 transaction sets 820, 997, 824, 827 per LBNL conventions

· Must have access to the Internet (i.e., an e-mail address of bankpayments@bank.com)

· Must default to "no-pay" condition in case of error

· Must have Automated Clearing House (ACH) access; must be able to post payments to the ACH within 24 hours of receipt

· Must be able to receive e-mail transactions without manual input on LBNL`s part

· Must be able to receive e-mail from LBNL within a predesignated time period

· Must be able to electronically notify LBNL if a payment is not received by a set time

· Must be able to acknowledge successful processing of a LBNL payment within 2 hours

· Must be able to receive multiple 820s in a single e-mail envelope

FEDI Process Characteristics

The system in use at LBNL places the text (payment and remittance information) of a ASCI 12 EDI transaction known as a Payment Order (820) into a secure e-mail envelope and e-mails it to the receiving bank via the Internet.  The bank acknowledges receipt of the transaction and makes the ACH transactions on LBNL's behalf.

The process of making payments via e-mail over the Internet is really no different in principle than just sending e-mail with an enclosure from one individual to another.  The elements that make this system notable are that:

· the body of the e‑mail contains the text of the X12 EDI transaction known as a Payment Order (820)

· all transactions between LBNL and the receiving bank are encrypted and signed

Transaction Security

LBNL and the receiving bank must use all three elements of transaction security in this system: authentication, non-repudiation, and privacy.  Authentication ensures that the transaction could only have been generated by a specific known source. Non-repudiation ensures that the message has not been modified while enroute.  Privacy ensures that the transaction can only be read by the intended receiver.  Every e-mail transaction exchanged between the two systems is subject to all three elements of security.  Even simple functional acknowledgments are signed and encrypted.

The software that has been selected to perform this task is the Trusted Information System's Privacy Enhanced Mail (PEM), known commonly as TISIPEM.  This software uses the patented RSA dual key cryptography algorithms for transaction security in conjunction with the standard Multipurpose Internet Mail Extension (MIME).  The use of PEM ensures the authenticity of messages through digital signatures and secures the privacy of messages through data encryption.  A key advantage in the use of e-mail for exchanging secure information rather than the batch transfer of encrypted files is that by securing only the message body, (thus leaving the e-mail routing information in clear text) the secure email can be successfully routed over public networks just like ordinary e-mail.

In contrast to the Digital Encryption Standard (DES) where the same key is used to both encrypt and decrypt a message, the RSA algorithms use key pairs, called public-private keys.  Text encrypted with an intended receiver's public key can only be decrypted with the corresponding private key.  Only the private key holder knows the contents of his private key.

Generating the Secure E‑Mail

The transaction security process starts by computing a unique Message Integrity Check (MIC) of LBNL's EDI payment information.  The message body and the MIC are now pairwise unique to one another.  The MIC is then encrypted with LBNL's private key and the encrypted MIC is then attached to the e-mail as a MIME message part.  The MIC is the signature for the transaction as only LBNL (who is the unique holder of the private key) could have generated the encrypted MIC from a given message.  The computation of the MIC and attachment as part of the message acts as the non-repudiation, as the message body could not have been altered and still generate the same MIC.  The message is now 'signed'.

The next step is to ensure privacy.  Since the RSA algorithms are relatively compute-intensive and the DES algorithm is very fast, the process randomly generates a DES key and encrypts the X12 EDI payment information with this key.  The DES key is used only once.

The DES key is then encrypted with the receiving bank public key and included with the message.  LBNL now knows that only the receiving bank private key can decrypt the DES key and then by using this DES key can decrypt and read the message body.  The message is now 'secure.'

Reading the Secure E-Mail

Upon receipt of the e-mail from LBNL, the receiving bank separates the e-mail message into its component parts: the MIC, the DES key, and the body.  The receiving bank uses the public key of LBNL to decrypt and read the MIC.  The receiving bank then uses their private key to decrypt and read the DES key, which is then used to decrypt and read the transaction message body.  The MIC for this message body is then computed and compared to the one included with the message.  They will match only if the body has not been modified (non-repudiation) and if the original MIC was encrypted with LBNL's private key (authentication).

How the Payments Process Works

The information flow for this system is shown below:

Each day, the daily payments file is automatically downloaded from the Accounts Payable system to LBNL's Secure EDI Server.  That system translates that file into the X12 Payment Order (820) format, signs it, encrypts it and e-mails it to the receiving bank.  The receiving bank authenticates it, decrypts it and transfers the EDI file to their standard EDI system.  That system performs the translation from the X12 EDI format to their internal format Functional Acknowledgment (997) and Application Advice (824) transactions are created and sent to their e-mail server where they are signed, encrypted, and e-mailed to LBNL.  The LBNL system authenticates them, decrypts them and translates them into an internal format for automated analysis.

Any errors reported by the 997 or the 824 are automatically annotated and routed via e-mail to a LBNL payments analyst for resolution.  If the 824 indicates that all payments were properly applied, then LBNL creates a 997, signs it, encrypts it and e-mails it to the receiving bank, thus completing the cycle.

This entire automated process, from the original download of the Daily Payments file to the final mailing of the 997 from LBNL to the receiving bank, occurs in under ten minutes.

After the payments have been loaded into the receiving bank EDI system, they are subsequently processed through the issuance of a large volume of Corporate Trade Exchange (CTX) 820 transactions with the ACH.  If provided the information, in addition to transferring funds, the ACH can provide the full textual contents of the 820, which includes complete remittance information, to the vendor's bank for transmission to the EDI-capable vendor.  By using the full 820, instead of just an Electronic Funds Transfer (EFT), the vendor can have access to all of the information relevant to that payment, such as the associated invoice number or the Purchase Order number.

A failure by the ACH to perform a transaction as requested results in a Financial Return Notification (827) that is routed in a secure fashion back to LBNL for manual processing.

Process Controls

As part of the design of the system, in order to limit exposure to spurious email transmissions that might flow to either system from other sources on the Internet as well as to ensure that non-receipt due to possible Internet outages was considered, all outbound data transactions from LBNL to the receiving bank are issued within a predesignated time window.  This window is set wide enough to allow for normal day-to-day processing variations but narrow enough that the receiving bank can initiate alternative procedures during the regular workday that can be used if the transactions are not received within that time window.

Once the receiving bank has processed the EDI information, a functional acknowledgment is issued which must be received by LBNL within a certain time frame.

If there are no payments to be issued in a given day, a “null” transaction is issued within the regular time window that exercises the receiving bank system and ensures that Internet communications are operational.  This “null” transaction generates an acknowledgment and thus also exercises LBNL’s system.

Because this system operates in a completely automated fashion, the receiving bank EDI system default to "no-pay" status on receipt of any transactional errors.

